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DETAILED ACTION 
Supplemental Action 



1 . This action is in response to the arguments filed on 1 1/04/2008. This action is made 
FINAL. 

Response to Arguments 

2. Applicant's arguments have been fully considered, but are not persuasive. Therefore, this 
action is made final. 



3. With respect to claim 1, Applicant argues that Gong does not provide a teaching that the 
applications belonging to a second family have a priori a lower degree of confidence than the 
first family. Examiner disagrees because Gong does provide a teaching that the applications 
belonging to a second family (web browser, Fig. 1 , #22) have a priori a lower degree of 
confidence than the first family (applets. Fig. 1, #24), the applet originating the request has 
been signed (higher degree of confidence). 

4. With respect to claim 1, Applicant argues that Gong does not provide a 
teaching of a control layer included in a network access unit that examines and forces 
a request originating from an application to include a mark associated with an 
application family, nor anything related to performing operations for checking the 
presence of a mark and introducing, if necessary, such a mark. . Examiner disagrees 
because Gong does provide a teaching that shows the limitation of "forcing at least 
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one request originating from an application of the second family" Gong shows that 
request from applet (#54, see figure 3). Therefore, Gong shows the limitation of 
"transmitted over the network to the second unit, to include a mark associated with the 
second family" Gong shows the applet is required signature (mark) to target server 
(#56, figure 3) and. Gong shows the applet originating the request has been signed 
(mark) If it is signed (mark) also with respect to claim 14. 

In response to applicant's arguments against the references individually, one cannot show 
nonobviousness by attacking references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re 
Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1 986). Kandala was not used to teach 
the mark limitation. Gong teach the signature (mark) to target server. 



5. With respect Motivation was not proper to companied Mi reference together with 
Gong and Kandala. Examiner disagrees because Mi reference with Gong and 
Kandala thereby providing enhanced security signature to notifies the user of client 
computer that a Java applet seeks access to information). 

6. with respect to claim 6, Mi teach a mark associated with the first family 

(the signed Java applet); generating forcing at least one second request originating 
from an application of the second family (Browser 404 includes Java applet 
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authorization agent 421 , which notifies the user of client computer 405), (Paragraphs 
42, 43, see figures 1, 4) 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

2. Claims 1, 3-5, 12-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gong et al (U.S. Patent No: 6324574) in view of Kandala et al. (U.S. Patent No: 
4476580). 

Examiner Notes 

3. Examiner cites particular columns and line numbers in the references as applied to the 
claims below for the convenience of the applicant. Although the specified citations are 
representative of the teachings in the art and are applied to the specific limitations within the 
individual claim, other passages and figures may apply as well. It is respectfully requested that, 

in preparing responses, the applicant fully consider the references in entirety as potentially 
teaching all or part of the claimed invention, as well as the context of the passage as taught by 
the prior art or disclosed by the examiner 
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Regarding claim 1, Gong teach a method of communication between a first unit (figure 1, #14) 
and a second unit (figure 1 , #10) via a telecommunications network, in which the first unit 
comprises applications (figure 1 #21) belonging respectively to a first family (figure 1, #22) and 
a second family (figure 1, #24) having a priori a lower degree of confidence than the first family; 
and except for network access resources enabling the applications of the first and second family 
to communicate through the telecommunications network, the network access resources 
including a control laver, the method comprising: generating at least one request originating from 
an application of the second family, for transmission over the network to the second unit and 
processing said request in the control layer to force the request as transmitted over the network to 
include a mark associated with the second family of applications. However Kandala teach 
network access resources enabling the applications of the first and second family to 
communicate through the teleconmiunications network, the network access resources including a 
control layer, the method comprising: generating at least one request originating from an 
application of the second family, for fransmission over the network to the second unit and 
processing said request in the confrol layer to force the request as fransmitted over the network to 
include a mark associated with the second family of applications (paragraph 14, 21, 31, 41, see 
figure 1). Therefore, it would have been obvious to one of ordinary skills in the art at the time of 
invention to modify the method of Gong to include a control layer as taught by Kandala in order 
to grant or deny the request, thereby improving more customer service. 



Claim 2 (canceled). 
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Regarding claim 3, Gong teach the method according to claim 1, wherein the processing of said 
request comprises ensuring that said mark, includes an indication of the nature and/or origin of 
said application of the second family (figure 3, # 54, #56 and #58; column 3, lines 1-25, and 
column 4, lines 15-35, Gong teaches that the second family (applet apphcation #24) sending 
request over the network required mark #56, if it didn't get signed will force to go to establish 
connection with relay server #60). 

Regarding claim 4, Gong further teaches the method according to claim 3, wherein said 
application of the second family being signed, the mark included in the requests that originated 
therefrom is forced to include data relating to the certification of the signature (figure 3, # 54, 
#56 and #58; column 4, lines 15-35, Gong teaches that the second family (applet application 
#24) sending request over the network required signature #56). 

Regarding claim 5, Gong further teaches the method according to claim 3, wherein the said 
application of the second family having been downloaded via the network from a download 
address, the mark included in the requests that originated therefrom is forced to include data 

relating to the download address of the application (column 4 lines 50-65 Gong teaches the 
second family downloaded via the network from a download address (network address) and, the 
second family (applet application #24) sending request over the network required signature #56). 

Regarding claim 12, Gong teach the method according to any claim 1, wherein the network 
access resources comprise a virtual machine (See Figure 3 # 54 and # 56) comprises in which 
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the requirement relating to the mark is controlled by a software belonging to a said virtual 
machine the applications of the second family being able to access the network only via the 
virtual machine and said software.(See Figure 1 # 20 and see Figure 3 #60; column 1 lines 40-66 
and column 2 lines 1-15, 50-65) Gong teaches that the mark by two way, one-way by the web 
browser software (e.g., Netscape, Lynx, or Microsoft inter-net Explorer) and, the other way by 
Java applets except the control layer. However Kandala teach control layer (paragraph 14, 21, 
31,41, see figure 1). Therefore, it would have been obvious to one of ordinary skills in the art at 
the time of invention to modify the method of Gong to include a control layer as taught by 
Kandala in order to grant or deny the request, thereby improving more customer service. 

Regarding claim 13, Gong further teaches the method according to claim 12, wherein the virtual 
machine is a Java virtual machine. (Column2, lines 4-10 and 60-65; column 3, lines 35-40 Gong 
teaches that for security reasons, Java applets downloaded to the web server can only make 
socket connections back to the web server). 

Regarding claim 14, Gong teach A communication terminal, comprising- 
applications belonging respectively to a first family and a second family having a priori a lower 
degree of confidence than the first family; and network access resources enabling the 
applications of the first and second family to communicate through a telecommunications 
network with at least one remote unit, except for the network access resources including a 
control layer, wherein the control layer is means for communicating are adapted to examine a 
request originating from an application of the second family for transmission over the network to 
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the remote unit so that the request transmitted over the network includes a mark associated with 
the second family of applications. However Kandala teach the network access resources 
including a control layer, wherein the control layer is means for communicating are adapted to 
examine a request originating from an application of the second family for fransmission over the 
network to the remote unit so that the request fransmitted over the network includes a mark 
associated with the second family of applications (paragraph 14, 21, 31, 41, see figure!). 
Therefore, it would have been obvious to one of ordinary skills in the art at the time of invention 
to modify the method of Gong to include a confrol layer as taught by Kandala in order to grant or 
deny the request, thereby improving more customer service. 

Regarding claim 15, Gong teach A communication terminal, comprising- 
belonging respectively to a first family and a second family having a priori a lower degree of 
confidence than the first family; and network access resources enabling the applications of the 
first and second family to commmicate through a telecommunications network with at least one 
remote unit, except for the network access resources including a control layer, wherein the 
confrol layer is means for communicating are adapted to examine a at l e ast on e r equest 
originating from an application of the second family for transmission over the network to the 
remote unit so that the request as- fransmitted over the network does not include a mark 
associated with the first family, said mark being included in at least some of requests transmitted 
over the network and originating from applications of the first family. However Kandala teach 
the network access resources including a confrol layer, wherein the confrol layer is means for 
communicating are adapted to examine a at l e ast on e r equest originating from an application of 
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the second family for transmission over the network to the remote unit so that the request as~ 
transmitted over the network does not include a mark associated with the first family, said mark 
being included in at least some of requests transmitted over the network and originating fi-om 
applications of the first family (paragraph 14, 41, see figurel). Therefore, it would have been 
obvious to one of ordinary skills in the art at the time of invention to modify the method of Gong 
to include a control layer as taught by Kandala in order to grant or deny the request, thereby 
improving more customer service. 

Regarding claim 16, Gong further teaches the method according to claim 1, wherein each request 
originating fi-om an application of the second family, transmitted over the network to the second 
unit, is forced to include a mark associated with the second family of applications. (Column 4, 
lines 15-35; Gong teaches that the second family (applet application #24; See Figures 1, and 3) 
(applet application #24) Gong teaches receive resource request from applet to include a mark #56 
to the second unit #58. 

5 . Claims 6-11, 1 7- 1 9 are rej ected under 3 5 U. S . C . 1 03 (a) as being unpatentable over Gong 
et al (U.S. Patent No: 6324574) and Kandala et al. (U.S. Patent No: 4476580) in view of 
Mi et al. (PGPUB No: 2002/01 16616). 

Regarding claim 6, Gong and Kandala teach a method of communication between a first unit and 
a second unit via a telecommunications network, wherein the first unit comprises- applications 
belonging respectively to a first family and to a second family having a priori a lower degree of 
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confidence than the first family; and network access resources enabling the applications of the 
first family and second family to communicate through the telecommunications network, the 
network access resources including a control layer, the method comprising: generating at least 
one first request originating fi-om an application of the first family; transmitting the first request 
over the network, the first request as transmitted including except for a mark associated with the 
first family; generating forcing at least one second request originating from an application of the 
second family, for transmission over the network to the second unit and examining said second 
request in the control layer to force the second request as transmitted over the network not to 
include a mark said mark being. However Mi teach a mark associated with the first family; 
generating forcing at least one second request originating from an application of the second 
family, for transmission over the network to the second unit and examining said second request 
in the control layer to force the second request as transmitted over the network not to include a 
mark said mark being (Paragraphs 42, 43, see figures 1, 4). Therefore, it would have been 
obvious to one of ordinary skills in the art at the time of invention to modify the method of Gong 
& Kandala to include the control layer to force the second request as transmitted over the 
network not to include a mark said mark being as taught by Mi in order to confirm the request, 
thereby security of the system. 

Regarding claim 7, Gong further teaches the method according to claim 6 wherein the second 
unit examines whether the mark is present in a request received over the network fi-om the first 
unit, to assess a degree of confidence for the said request. (See Figure 3, # 54, # 56, and #58; 
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column 4, lines 15-35) Gong teaches that the second unit (applet application # 24) sending 
request over the network required the mark #56). 

Regarding claim 8, Gong further teaches the method according the claim 7, wherein, when the 
mark is present the said request, the second unit also examines data included in this mark, to 
assess a degree of confidence to be attached to said request. (See Figure 1, second unit #12, relay 
server #20 and figure 3, #54, #58; column 2, lines 40-65 and column 4, lines 15-35, Gong 
teaches that second unite (ISP server system #12, see figure 1) by receive request form applet # 
54 examine data include mark (See Figure 3, # 56, 60, 62 and 64 sending request over the 
network required the mark #56). 

Regarding claim 9, Gong further teaches the method according to claim 8, wherein said data 
examined by the second unit comprises data relating to the certification of a signature of the 
application firom which the request originated. (See Figure 3, # 54, 56, and 58; column 4, lines 
15-35) Gong teaches that the second unit (ISP server system #12) sending request over the 
network required signature #56). 

Regarding claim 10, Gong further teaches the method according to claim 8, wherein said data 
examined by the second unit comprise data relating to a download address of the application 
from which the request originated. (Column 3, lines 52-66 and column 4, lines 50-66; Gong 
teaches that the second unit (ISP server system #12) comprise information relating to download 
network address and sending request over the network required signature #56). 
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Regarding claim 11, Gong further teaches the method according to claim 6, wherein the requests 
comprise HTTP requests and the mark is inserted in the headers of the HTTP requests. (Column 
2, lines 50-60; Gong teaches that web browser software (e.g., Netscape, Lynx, or Microsoft inter- 
net Explorer that's equivalents of HTTP request). 

Regarding claim 17, Gong fiirther teaches the method according to claim 6, wherein each request 
originating from an application of the second family, fransmitted over the network to the second 
unit, is forced to exclude a mark associated with the first family. (Column 2, lines 55-66, column 
2, lines 40-65, and Column 4, lines 15-35; See Figure 3, # 54, #56, and 58) Gong teaches receive 
resource request from applet to include a mark #56 to the second unit #58. 

Regarding claim 18, Gong teach the method according to claim 6, wherein the network access 
resources comprise a virtual machine and except for the control layer comprises software 
belonging to said virtual machine, the applications of the second family being able to access the 
network only via the virtual machine and said software. However Kandala teach the confrol layer 
comprises software belonging to said virtual machine, the applications of the second family 
being able to access the network only via the virtual machine and said software (paragraph 14, 
21,31,41, see figure 1). Therefore, it would have been obvious to one of ordinary skills in the art 
at the time of invention to modify the method of Gong to include a confrol layer as taught by 
Kandala in order to grant or deny the request, thereby improving more customer service. 
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Regarding claim 19, Gong further teach the method according to claim 18, wherein the virtual 
machine is a Java virtual machine. (Column2, lines 4-10 and 60-65; column 3, lines 35-40 Gong 
teaches that for security reasons, Java applets downloaded to the web server can only make 
socket connections back to the web server). 

Conclusion 

THIS ACTION IS MADE FINAL. AppUcant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 . 1 36(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure 

Streble et al. (PGUB No: 2004/020511 9) teach A method for capturing content 
development data. The method includes formatting content development data received 
from a Web server at a client for transmission to a tracker application. The captured 
content development data may be used to analyze the effectiveness of Websites. 
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Lakhdir et al. (Patent No: 6968356) teach Data communication method in data 
processing system, involves sending message having header field specifying type of 
data, when communicating message directly using simulation. 

Watkins et al. (PGUB No: 2004/0268145) teach Apparatus, and method for 
implementing remote client integrity verification . 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 
Commissioner for patents 
P.O.Boxl450 

Alexandria, VA 22313-1450 
Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany street 
Alexandria, VA 22314 

Any inquiry concerning this communication or earlier contmiunications from the 
examiner should be directed to Adel Y. Youssef whose telephone number is 571-270-3525. The 
examiner can normally be reached on Monday to Thursday 8am-5pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, ANDERSON MATTHEW can be reached on (571)272-4177.The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ADEL YOUSSEF/ 

Examiner, Art Unit 261 8 

04/06/2009 



/Matthew D. Anderson/ 

Supervisory Patent Examiner, Art Unit 2618 



